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• Data confidentiality: processing data in a way that ensures 
protection against unauthorized or unlawful processing of 
personal data

• Data protection: no protection of data, but protection of 
the individual’s personal rights, especially the 
right of informational self-determination (= privacy)

Clarifying terms



• Lawfulness
• Transparency
• Purpose limitation
• Data minimization
• Storage limitation
• Integrity (+ accuracy)
• Confidentiality
• Accountability

Principles of processing personal data (Art. 5 GDPR)



• Abstain from as many individual identifiers (i.e. name, 
address of participants, rare features) in the collected data 
as possible

pseudonymized data collection

How can data minimization be achieved?



How is this operated in studies in Germany?
Cross-sectional Studies 
(TIMSS, PIRLS, PISA, …)
• No need to collect and 

process personal data/ 
identifiers like names 
or addresses of participants

Longitudinal (= Panel) Studies 
(NEPS, INSIDE, …) 
• Sometimes need for 

collecting personal data 
(name/address) to contact 
participants in individual 
context (i.e. for sending 
questionnaires to their 
home)



• Main principle: Student/teacher names do not leave the 
school

• Student tracking forms divided into two parts: 
− left part: student name and student-ID
− right part: student-ID, booklet rotation and personal data (date of 

birth, gender, …)

• Post it stickers with students’ names for assigning booklets

Pseudonymization in cross-sectional studies



is stored in 
school by 

school 
coordinator

post it sticker to 
be removed by 
student before 
the test starts

Assigning booklets to students
Test instrument

Student tracking form



Consent form – cross-sectional study



Consent form – longitudinal study



Data protection measures

Return package to:

IEA Hamburg

Return in a separate envelope to: 

Data Protection Officers, IEA Hamburg

Tracking forms (with 
personal data) and test 
instruments 

Consent forms
with IDs

but without 
names

with names 
and IDs



Thanks
for your attention.

Svenja Bundt
IEA Hamburg

svenja.bundt@iea-hamburg.de
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