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Instructions for the NRC
This document is a Data Protection Declaration (DPD) template and is provided for you in order to prepare (translate and/or adapt) your national version. This particular document refers to the Student Questionnaire data and is aimed to be provided to parents/guardians of  all participating students, regardless of whether parent/guardian consent is required for their children to participate in ICILS.
In order to comply with the General Data Protection Regulation (GDPR) and the country-specific amendments of the law, all European countries are required to prepare a Data Protection Declaration and to provide it along with each of the national context questionnaires. N on-European participating countries may choose to adapt and adopt the declaration or not use it if not required by law.
Since the Data Protection Declaration is written in technical, often legal, language, it might not be feasible to provide it with each Student Questionnaire. The suggested procedure is to provide the DPD document to parents/guardians (with or without including the form for the parent/guardian consent) in advance of the assessment administration and to Test Administrators at the time of the Student Questionnaire administration. Please also add a reference to the DPD document in the directions of the national Student Questionnaire (e.g., We would like to reassure you that your responses to the questionnaire are confidential. Details regarding data protection and confidentiality can be found in the Data Protection Declaration sent to your parents/guardians. The Test Administrator also has a copy available.). You also may choose to provide the DPD document online and include the link to access it with the letter to the parents/guardians.
Adaptation Notes:
The text appearing in Bold format within […] is text that requires a country-specific adaptation or might need to be deleted if not applicable. Please remove the brackets and the Bold format, as well as delete this instructions page once your national version of DPD has been prepared.



Dear Parents, 
Your child’s class has been randomly chosen to participate in the International Computer and Information Literacy Study (ICILS) 2023. ICILS 2023 is an important educational research project, designed to respond to a question of critical interest today: How well are students prepared for study, work, and life in a digital world? The study measures international differences in students’ computer and information literacy [and computational thinking]. About 30 countries, including [country], are participating in this study. 
Your child’s school is one of many selected in [country]. The [superintendent and principal] of your child’s school are fully aware of the project and have expressed their willingness to have the students participate. You may rest assured that your child’s participation in this project is in no way related to any form of evaluation of your child’s [grades or learning progress], and that ICILS 2023 results will not be reported for individual students or schools. 
ICILS 2023 is an important activity to keep us, as parents and citizens, informed about how our students in [country] are performing in comparison to their peers in other countries and to compare programs of study and teaching practices. We will be able to obtain current national and international information which will help inform and improve the computer and information literacy [and computational thinking] education in our country. 
We are writing this letter to inform you of the survey and to let you know that we appreciate your child's participation. 
[NRCs from countries with a compulsory requirement for a Data Protection Declaration should include the following paragraph] 
[If you would like to know more about how the data are stored, processed, published and protected, you can find a Data Protection Declaration attached to this letter [or following this URL]. For any questions or requests regarding the protection of your data, you can also contact our Data Protection Officer via email: dataprotection@iea.nl .] 
Sincerely, 
[NRC name] 
[National Center][Address] 
-------------------------------------------------------------------------------------------------------------
[OPTIONAL CONSENT BOX] 
[NRCs to include and adapt the following section depending on the country’s regulations] 
[OR NRCs to include and adapt the following section depending on the country’s regulations] 
[I have been informed of the nature of the ICILS 2023 study and I agree to the data provided by my child being used for ICILS.] 
Print child’s name: _____________________________________________________ 
Parent’s signature: ________________________________    Date: ______________ 
ICILS 2023 - DATA PROTECTION DECLARATION ON STUDENT DATA
(Field trial and the main data collection will take place in 2023)
Identity and contact details of controllers:
[NRC: enter name and contact details of the organization/project management institution that bears the overall scientific and data protection responsibility for the ICILS 2023 study in your country]
and
IEA 
Keizersgracht 311
1016 EE Amsterdam
The Netherlands
Telephone: +31 20 625 3625 
Email:  secretariat@iea.nl 

For which purpose are data collected and processed?
The data collected during the International Computer and Information Literacy Study (ICILS) 2023 will be used exclusively for scientific purposes. ICILS is an educational research project sponsored by the International Association for the Evaluation of Educational Achievement (IEA). [NRCs need to add the specific national legal basis for the processing if available]
Which information is requested?
[NRC: Please complete the list if national options are added.] The students in the participating schools are asked to complete the ICILS 2023 Student Questionnaire in order to provide the study with information how students are prepared for study, work, and life in the digital age, and a few personal details (gender, age/birth year and month, country of birth, country of birth of their parents/guardians, language(s) spoken at home, expected education, parents/guardians main job, parents/guardians level of completed education, socioeconomic background, ICT facilities and use at home, in school, and outside of school).[NRC: Please adapt the following points according to your country’s situation.]
· [State whether participation in ICILS is mandatory or voluntary.]
· [If participation is voluntary, state that students will not be disadvantaged in any way by non-completion of the questionnaire, and that they are permitted to skip individual questions or to discontinue answering the questions at any time.]
· [State that consent for collecting and processing the data is required. State that <either> such consent is declared by filling in, signing and returning the consent form <or> that consent is declared by filling and returning the completed questionnaire.]
· [State that withdrawal of consent to the processing of data without stating any reason is possible.]
· [Name of the institution with contact details to which withdrawal needs to be directed. It needs to be indicated that the data collected up to that date will no longer be processed and the data which have already been stored will be erased, and that the withdrawal of the consent will not cause any disadvantages.] 
· [Provide contact details of the person in charge of queries regarding data protection issues like telephone number, email address and postal address.]
What kind of data are collected?
Data from answers to the questions from the student who participate in ICILS are collected and stored. These data are in the form of numbers representing selections (for example, a multiple-choice question, or yes/no selection). Students who participate in ICILS 2023 provide a complete timestamped set of responses to the test items. These responses are stored as raw responses. In addition, process data on navigation behavior, and students’ use of software tools within the test environment use is collected with corresponding timestamps. This navigational and user-interaction data is used to contribute to analyses of the approaches used by students to answer questions.  
This information cannot, in and of itself, be used to identify individual respondents by name, however a student ID is recorded to uniquely identify the data recorded separately for each student. The relationship between this ID and the student name, or national registration number is known to the school coordinator and (depending on your country’s data protection policy) may be known to the national research center conducting the study. It is not, however, shared with the IEA or any other third parties.
Where, how and for how long are data from ICILS 2023 stored?
ICILS data are stored securely and cannot be accessed by any external persons or systems. Moreover, any employees at IEA who access the data for processing have been suitably briefed on what constitutes an acceptable treatment of data and have signed a confidentiality agreement.
Response data are archived so that they remain available for analysis. These responses eventually result in a database that allows researchers to compare education systems worldwide (see Public accessibility below). 
Data are processed centrally at the IEA in Hamburg, Germany. All data arriving for data processing are submitted without names – only the student ID numbers. 
With whom and how are data from ICILS shared?
Student-level response data will be stored on a server hosted by RM, a company dedicated to supplying technology to the education sector based in the United Kingdom. The data are stored in a pseudonymous form, that is: processed in such a manner that the personal data can no longer be attributed to a specific respondent without the use of additional information (any such additional information being kept separately and subject to technical and organizational measures to ensure that the personal data are not attributed to an identified or identifiable natural person).
ICILS is directed by the IEA, has access to the data. Only the IEA has access to data stored on the RM server. IEA employees who access the data for analyses have signed a confidentiality agreement. Data transfers are safeguarded by appropriate and suitable measures such as specific Data Processing Agreements and European Standard Contractual Clauses.
To share back processed response data with the national research centers running ICILS in your country the web-based collaborative platform Share Point is used. 
Related data
Teachers, school ICT coordinators and school principals also complete questionnaires drawing on information specific to their roles and responsibilities in schools. Principal-, Teacher-, ICT coordinator-, and student-level information are linked at the school-level (noting that no participants or schools can be identified) in the final international research database (IDB).
Public accessibility
The final international research database will be accessible to the public from the following sites:
https://www.iea.nl/data (Hamburg, Germany)
All data in the database are pseudonymous.
Automated decision-making and profiling
No automated decision-making, including profiling, referred to in Article 22 GDPR is conducted.
Rights of Data Subjects  
Data Subjects are entitled to the rights set out in Articles 15-19 GDPR, such as the right of access by the data subject, the right to rectification, the right to erasure and the right to restriction of processing. 
Data Subjects have the right to lodge a complaint with a supervisory authority.
[NRCs should name the supervisory authority which is in charge and provide contact details.]
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